LYbERLAW

Teritori dalam
cyberspace, realltas dan
virtualitas




Dunia Cyber
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Contoh

Orang Indonesia,

transaksili melalul Internet
dengan Perusahaan Inggris,

server di Amerika

Hukum mana yang digunakan?

Kapan dan dimana transaksi
terjadli?



Teknologi Digital




Superior



Penggandaan



Salinan == Asli



mana yang asli

e berkas di harddisk
e berkas di memori
e berkas di CD-ROM
e berkas di flash disk
e berkas yang dicetak (printout)



Asli > 1



Tanda Tangan




Konvensional




Digital?
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Digital Signature

Version: GnuPG v1.4.1 (GNU/Linux)

iD8DBQFD6UwJI5SWXjR7RGaARAPDwWAJ49nbIcj6dHGCX61C4wc81c3V+1hwCgnlXw
2VV1£frvbRpwPb23ZYBd6Fad=

=v29e



Digital Identity



email?
br@paume.itb.ac.id



avatar”?


http://www.foxkids.com/tvshows/digimon/characters_season3.asp

digital signature?

Version: GnuPG v1.4.1 (GNU/Linux)

iD8DBQFD6UwJI5SWXjR7RGaARAPDwWAJ49nbIcj6dHGCX61C4wc81c3V+1hwCgnlXw
2VV1£frvbRpwPb23ZYBd6Fad=

=v29e



digital certificate

Certificate @E| Certificate @E|

General | Details | Certification Path General | Details | Certification Path
= Shaw:
Certificate Information
Field Yalue ~
This certificate is intended for the following purpose(s): ESerial number Se o5 d9 di fc &3 9F 55 5F bS
sEnsures the identity of & remote computer ESignature slgorithm dSRSA

Elssuer Wi, vetisign. com/CPS Incarp. ..
[Elvalid from Fridary, April 30, 2004 7:00:00. ..
[E]valid to Sundary, May 15, 2005 6:53:5...
ESubject ib.bankmandiri.couid, IT Opera...

* Refer to the certification autharity's statement For details, EPublic = RSA (1024 Bits)
ﬁﬁasic Constraints Subject Type=End Entity, Pat,., %

Issued to: ib.bankmandiri.co.id

30 81 89 02 81 81 00 &3 b7 fbh 99 f6 9= 01 =~
aa 92 ec ¥4 b7 Ba 28 4f 25 9f fa %= cl Ob

Issued by: v, verisign.comfCPS Incorp. by Ref, LIABILITY 2= 9= 53 ol Se Sh 6a 26 45 G7 fb 96 4b fh

LTD. ()97 VeriSign 8= 32 9 6a b3 90 93 36 le bf 95 o4 35 a7
) 4= 19 77 0Oe 5b 81 24 5d 44 =2 0f =2 0Of Gf
¥alid from 4/30/2004 to 5/15/2005 Oz 69 1d 47 fa 7d d3 74 15 52 a9 de £0 bl

31 0a 11 b3 e5 af 94 a3 dd 90 &b 8f 4f fe
cb ¥5 76 dc 15 45 =3 9b 64 96 Sa £9 Zf 35
7d 5f a3 =4 12 16 fa 59 14 88 a0 10 cd 61 &

Install Certiﬁcate...] [ Issuer Statement ] Copy ko File,..




biometrik?



Bagaimana CYBERLAW?



Buat baru?



Teritori?



Ri11?



Virtual®?


http://www.foxkids.com/tvshows/digimon/dpower.asp

Rua
ng Cyber?



cybercommunity?

e kultur sendiri?
e cti1ka sendiri?

e aturan sendiri?




Asal kata CYBER



Cybernetics
[Norbert Wiener]



komunitasi
PENGENDALIAN
jarak jauh



TOTAL CONTROL'



Cyber dapat diatur



Indo Cyberlaw



“Payung” hukum



Umum & transaksi



Akui



Digital Signature



Cyberlaw++



cybercrime



salah guna komputer



hacking



Jual password



e-banking



e-gov



e-health



HaKI



nama domalin



privasi



Menarik: teritori



1f (hacking terasa di indo)
then {boleh dihukum indo}



HOW?



Tangkap kalau ke
Indonesia



Lain-lain



kriminalisasi
inovasi
teknologi



Harapan



Cyberlaw disetujui



